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TAMAS
(TERMINAL AUTOMATION AND MANAGEMENT SYSTEM)

TAMAS is acomputer system for control of terminals and fuel stores. Main functions of the
system are: automation of the technological process, solutions for extraordinary situations
(ESD - Electronic Shutdown System), visualisation, and dispatcher’ s technology control,
printouts of filling notes, protocols, registrations of customers and their orders, registration of
drivers, vehicles, transactions, etc., communications with other information systems e.g.
economic, management, and similar systems, plus archiving of all events.

The basic feature of the TAMAS System isits modularity that provides a solution tailored to
measure for each customer. TAMAS can also provide selected functions only, as needed - e.g.
registration of delivered fuel - or on the contrary - it can provide automatic control of the
whole store.

1. Concept of the Control System

Fuel stores are technological units that - from the point of view of their purpose - make high
demands on reliability and safety of control systems, and on fast access to technological data.
Handling highly combustible and dangerous substances ranks these systems among so called
Mission Critical Systems that have to provide reliable functioning even in case of
extraordinary sSituations e.g. power supply fall-out losses, or failures of some system
components.
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Continual changes of prices on petroleum markets and changes in tax tariffs make high
demands on immediate access to data on movements of goods, and on integration with the
Enterprise Information System, or with 3" party systems.

1.1 Reliability of the TAMAS System

Reliability of the TAMAS System is provided thanks a three-stage architecture that provides a
safe emergency operations of lower stagesin case of afailure of the higher stage.

The lowest stage represents all technological equipment of the store that shall be included in
the system. It provides emergency manua handling with individual components of the
technological unit by means of operating panels.

The next stage is represented by programmable automata (PLCs) to which all inputs, outputs,
and communication lines coming from the technological equipment are connected. The
automata contain algorithms both for manual, and automatic control of the technological
equipment; further there are implemented such system safety elements as locking conditions,
or the Identification System. Algorithmization at this level enables - in case of emergency - an
alternative store operation (receipts & deliveries).

The highest stage consists of a Working Station equipped with the operating system Windows
NT/2000/XP, and Client/Server architecture that provides a comfortable user interface for
technology control & monitoring, and for goods transactions. The TAMAS System is open,
and can be connected with the Enterprise Information System, or with 3¢ party systems.
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2. Low-level Automation

This term means a system consisting of one, or more programmable automata - PLCs in
which control algorithms of the automatics, locking conditions for the run and safety of
individual technological units are implemented. All input and output signals from the
technological process are led to these PLCs that are included in the system, plus all
communications. The PLCs are designed in such manner from the point of view of both
software, and hardware, that they are able to provide an emergency operation in case of a
failure of the dispatcher’ s workplace PC.

In order to reach system robustness, easy expandability and maintenance each unit is
controlled by a separate PLC. These automata can mutually communicate through a ring-type
bus (Industrial Ethernet, Profibus, MPI) which ensures fully viable operation in case when the
line is broken in one point. Reliability can be even improved when redundant automata are
used instead of standard automata. This solution prevents shutdowns in case of failures of
their processor card, or their communication card.
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2.1 Product Delivery

Product deliveries from delivery benches are solved using Accuload 111 flow metersin
standard cases; the flow meters are controlled using Siemens PLCs series S-7 400 connected
inthe MPI / PROFIBUS DP ring-type network. This system provides both a comfortable user
environment for operating personnel during delivery control and evaluation of information,
and (in case of afailure of the dispatcher’s workplace) also a possibility of emergency
delivery without any loss of important information.

The sophisticated Identification System based on radio cards providesreliable
assignments of delivery permissionsfor al customers, and enables a self-servicefilling
system. The principle consists in assignment of identification cardsto all customers, and in
creating links between transactions and these identification numbers. On awish, it is possible
to create a special group of cards designed for deliveries without the necessity for the
dispatcher to enter permissions. These cards are very suitable for emergency cases.

Flowmeters

Loading Racks

Leader
Customer

Radio Cards

The solution for product deliveriesis very comprehensive, and includes additive dosing into
the product and blending. Thisall is closely bound with Customer’s needs and requirements.

2.2 Product Storage & Transfers

The product storage technology includes - beside the tanks themselves - also means for
collection and evaluation of information on the stored product, plus information on its
transfer, i.e. receipt and delivery. Tank level and volume measurements, product density
measurements, and product temperature measurements belong to the system optional
components.
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Automatic setting of product routes for deliveries and receipts from benches and
railway stations, and for product re-pumping in case of enterprise internal transactions can be
included in the system based on Customer’ s wishes.

A separate chapter is the automated system for pipeline control and recuperation.

Thislist of algorithmizations being performed is indicative only, and can be adapted to the
Customer’ s needs thanks high modularity of the TAMAS System.

2.3 Further Examples of Tasks Solved at PLC Level

Level measurements, volume measurements, temperature measurements, and
measurements of the other variables in tanks,

Identification System for fuel delivery,

Communications with flow-computers and additive dosing units during fuel delivery,
Recuperation control,

Fuel pipeline receipt & delivery control,

Fuel delivery automatics,

Evaluation of alarms and conditions necessary for safe & smooth fuel deliveries,
Communications between PLCs, and mutual checks of states and information (delivery -
store - recuperation),

Pipeline automatic control system and regulation.
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3. SCADA Server

A SCADA system (Supervisory Control And Data Acquisition) is used for visualization and
technology control at the dispatcher’ s workplace. This system includes a possibility of
visualization, control, overviews and evaluations of variables and values important for
activities associated with product delivery and receipt.
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3.1 System Architecture

The system architecture is based on the Client/Server principle while Server can be installed
in two stations and run in the stand-by mode that can ensure smooth run even in case of a
failure, or disconnection of one of the stations. Both Server, and Client can run in PCs with
Windows NT/2000/X P operating system.

The basic functions of the SCADA System are to provide to the user means for the
control of the technological equipment by means of a comfortable user interface, and
technological data collection; the data are saved into the historical database. Both rich Clients
that offer extensive possibilities for control, information display, and system management,
and thin Clients that have limited functions on the contrary but they can be run anywhere in
the environment of the Enterprise Network, or on Internet.

Operating is here very intuitive, and the Customer is able - after short-time training -
to perform his own modifications (new screens, mimic diagrams, reports, or alarms) without
any necessity of an intervention by our technician; this considerably improves flexibility of
the system, and spares service costs.
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3.2 System General Features

Features of the SCADA System supplied together with the TAMAS System:

Client/Server architecture is based on the well-tried SCX System,

Windows NT/2000/XP,

The option of Server stand-by,

Multilingual support,

Safeguarded access to data and services, various stages of user privileges within the range
from data displaying, through control of technological units, to overall system
management and development,

Comfortable technology control, recording of control events,

Checks of events and alarms,

Data export into the Enterprise Information system (SQL Server, ORACLE, ODBC),
Displaying Historical Value Graphs,

Printouts of reports (texts, HTML)

Data displaying through Internet

A possibility of the SCADA System modifications and extensions by the Customer is
included in each licence of the TAMAS System.
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3.3 Examplesof Technological Diagrams

The following figures show examples of technological diagrams taken from existing
installations:

3.3.1 Displaying Data and Control Elementsfor a Fuel Store:

Mimic diagrams show basic information on product states in tanks of the fuel store. The
shown datainclude level heights, re-calculations to product volumes according to calibration
tables, temperatures in tanks, product types, delivery permissions for individual tanks, route
settings for individual product types, and product qualities according to certificates. The
information is transmitted from segment thermometers, level measurement radars, and are
entered from an external system of a3 customer party (certificates). Minimum and
maximum emergency levels are monitored in tanks, and pump locks are monitored in case of
adanger that air can be sucked in.
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3.3.2 Displaying Fuel Delivery Benches:

Mimic diagrams show an overview of delivery benchesincl. up-to-date information on
delivery progress, states of delivery routes, states of flow meters, and identification cards used
during the delivery. Important conditions and alarms for tank filling or emptying and
Acculoads |11 are watched here. The whole delivery system is automated however it is
possible to toggle to the manual mode any time. Mimic diagrams enable easy access to
service information of the flow meter, dosing of additives, and the identification device. A
clear screenincl. aHelp isavailable, too.
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3.3.3 Displaying Up-to-date Values and Alarms for MicroMotion Mass-type Flow Meters:

Mimic diagrams for Micromotion mass flow meters show up-to-date analogue and binary
variables associated with the product and the equipment itself (events, alarms,...). Vaues
such as temperature, density, pressure, flow rate, etc. are saved into the database, and can be
further processed as balances and reports for certain time periods. Binary values indicate the
flow meter state. These variables can be also saved into the historical list. Based on
Customer’ s wishes, issues of direct commands and service mimic diagrams can be included
into the system.
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3.3.4 Exampleof a Graph:

An example of a graph created from saved anal ogue values of the controlled variable based on
pressure, with one loose coupling. In particular, flow rate is regulated here using a control ball
valve. In thiscase it is a pulse dynamic regulation.

Both the variable saving period, and saving frequency can be selected. The Customer
is able - after short-time training - to modify these and other settings without any necessity for
our service technician to be present.
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3.3.5 Example of a Report on Tank & Product State:

Balances and reports covering certain time periods (24 hours, weekly, or similar) can be
created from the variables saved into the database. These documents serve then for overviews,
reports, or archiving.

The following examples show balances of product tanks of afew fuel storesfor a
defined time period, and product states in individual tanks. Receipt and delivery data of
individual tanks are sorted based on time, and complemented with reference data (density,
volume), pressure, and temperature. The residue balances in the tanks are calculated from the
values, and the residue balances are compared with actual states.
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4. Application Server

The Application Server provides a platform for function extension of the TAMAS System.
Such tasks associated with product delivery, receipt and transfer administration to 3¢ parties
are solved here that are not suitable or able to be solved with SCADA System means. This
application is based on the HTTP protocol and Internet technologies, and its Clients can be
launched in the Internet Explorer 5.5 browser, or higher. The application modularity is kept
also in this case; the modularity provides high ability of adaptation to Customer’s needs.

Next possibility of the Application Server is connection of a communication to another
device indirectly associated with fuel transfers (for example: data collection from a manual
device, communication to a device of another manufacturer that is connected to PC, etc...).
These connections are solved by external communication components.
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4.1 SQL Server Database

The SQL Server Database is supplied together with the TAMAS System as a standard with
which the Application Server closely co-operates. Variables concerning those applications
that are created during goods movements inside the store (e.g. deliveries into road tank cars,
receipts from rail tankers, or similar...) are saved into the database using the application logic.
These transactions can be further processed or exported into another information system of 3¢
parties. Further such tasks run there that monitor movements of drivers in the store based on
information transmitted from the Identification System.

Another component is the database of drivers, transporters, owners, destinations and
vehicles associated with fuel transfers, delivery and receipt routes, and certificates. These and
other data can be easily completed and modified by the Customer.

4.2 Dispatcher Application

The Dispatcher Application offer tools for monitoring product deliveries and receipts into
road tank cars and rail tankers with the possibility to print out delivery and receipt notes, and
a connection to the ldentification System. It enables concurrent processing of any number of
transactions in various progress stages, and their easy and intuitive control. Forms for
transactions contain basic checks for the delivery and receipt rules.

Dispatcher can be configured for a co-operation with the Enterprise Information
System.
The application is of the Client/Server type, and multiple users having different access rights
can work with the application.

Basic Functions of the Dispatcher Application:

Identification of drivers using identification cards, or an other type of identification
facility,

Entries of permissions for fuel deliveries, or receipts,

Registration of drivers, semi-trailers, towing vehicles, destinations, transporters, etc.
Entries of certificates,

Configuration of products and additives,

Automatic import of contracts and limits for fuel deliveries,

Automatic export of data on performed transactions,

Printouts of delivery notes, balances of delivered quantities for any time period.
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4.3 Description of Screensin the TAMAS Dispatcher Application

4.3.1 Introduction Screen:

The introduction screen offersin the left menu - after user login - a possibility to display
transactions and saved values, technology configuration and Identification System, and an
extensive clear Help. It is possible to open afew windows concurrently, and to switch over
among them. A diagnostics of the system state is also included plus a database and
communication to the Application Server and internal logic.
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It isrecommended in the basic setting to fill the items about the owner that are further

shown in document printouts and delivery note printouts, and improve comfort for operators
when handling transactions.
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4.3.2 Screen for Product Delivery Entry:

When aradio card has passed through the identification device the Dispatcher Application
opens automatically awindow containing options for the transaction entry. After the data
necessary the delivery note are entered - the data can be selected in alist - the operator enters
quantities and type of products intended for the delivery, and the requirement is sent off by
him with asingle click to the filling algorithm in the automaton. The driver on benches sets
and fills then the relevant quantity based on instructions shown on the flow meter display.
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Identification numbers (cards) can be linked to a particular customer, and thus can
make the information saved in the database clearer. It is easy then to find transactions for the
customer in association with these links.
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4.3.3 Entriesand Overview of Variablesfor Product Delivery and Receipt:

The Dispatcher Application enables the Customer to create his own database of data that both
are necessary for product transfers, and improve work productivity and comfort.

4.3.3.1 Variables Necessary for Product Delivery and Receipt:

Variables necessary for product delivery and receipt are those that create direct links
for information necessary for transactions. These include e.g. entering and configuring
products, additives, entries of delivery and receipt routes and certificates, or similar.
Absence of these variablesis visually alarmed in delivery notes during transactions,
and after transaction completion. An example of configuration and product entriesis
shown in the Figure.
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4.3.3.2 Variables Selectable for Product Delivery and Receipt:

Selectable variables serve for work comfort improvement, and make transaction records more
clear. The Customer has the possibility to create his own database of owners, customers,
drivers, tow vehicles, and semi-trailers, destinations, employees having different access
rights, etc., and thus he can reduce links for filtrations of transaction or other records.
However their absenceis no hindrance for product receipt and delivery.

Information can also be imported into the database from suitable el ectronic patterns.
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The existing database can be extended based on Customer’ s requirements by further areas
(employees, transport zones, etc.).
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4.3.4. Hdp for User and Online Support:

Clearness and intuitive operating of the TAMAS Dispatcher Application are completed with a
voluminous Help that acquaints users with program possibilities, and provides help if needed.
Contacts are also included for the case of a necessity to consult in averbal, or written form.
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Another help possibility is to enable at the Customer side a connection through WWW to the
workplace, and a direct intervention by a service person.
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5. Connection to the Enterprise Information System

Both the SCADA System, and the Application Server provide tools for data exchange
between the TAMAS System and the Enterprise Information System, or a 3 party system.

5.1 Supported Technologies

Supported technologies for data exchange:

Configuration of automatic tasks for data transmission from, or to an other database,
(Thereis acondition that such database has implemented the ODBC driver.)

Data transmission by means of the HTTP protocol (XML, web services),
Communication by means of the DCOM technol ogy,

Communication by means of the OPC technology.

5.2 Reports

The TAMAS System also offers reports to be included directly into the Enterprise
Information System. Daily or monthly tank balances, or monthly volumes of delivered
quantities of individual products can serve as examples.

5.3 Up-to-date Information on the Workplace and During Transactions

Up-to-date information and the state on the delivery workplace can be monitored from the
Enterprise Network by 3" parties using the Clients of the SCADA a TAMAS Dispatcher
System during a transaction without any interventions into the transaction or technology
control are allowed. This enables instantaneous checks of the workplace state from aremote
place.

6. Extended Possibilities of the TAMAS System M odifications

Nowadays the latest version of the TAMAS System is used not only in Petrochemistry but
also in Water Supply and Distribution and in Energy Industry. High adaptability and
modularity enable to meet specific Customer’s requirements not only during the system
implementation but also during the guarantee period, and in the subsequent time period. In
many cases, the Customer may specify himself the whole product delivery & receipt process,
and in general, the whole link of the technology to the information collection and processing.

If you decide to use our system for your needs we believe you join our satisfied
customers.
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